UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

PHUONG BA PINH Doc 1ap - Tw do - Hanh phuc
S6: 311/UBND-VP Ba Dinh, ngay 09 thdng 9 nam 2024
VIv béo céo két qua to chirc

trien khai day di phuong an

bao dam an toan thong tin theo
Ho so dé xuat cap do an toan
hé thong thong tin

Kinh gui: S¢ Thong tin va Truyén thdng tinh Thanh Hoa.

Thuc hién Cong van sé 1817/STTTT-CNTT&TT ngay 02/8/2024 cia UBND
thi xa Bim Son vé viéc bdo céo két qua to chuc trién khai day du phuong an bao
dam an toan thong tin theo H6 so dé xuat cap do an toan hé thong théng tin.

UBND phuodng Ba Pinh bao cdo két qua trién khai, thuc hién nhu sau:

(C6 phu luc kem theo)

UBND phuong Ba Pinh bao céo két qua trién khai, thuc hién dé S& Thong tin

va Truyén thdng tinh Thanh Hoa tong hop theo quy dinh./.

Noi nhan: KT.CHU TICH

- Nhu trén; . *
Luw: VT. OCHUTICH

Tran Thi Nga



] PHU LUC
Trién khai phwong 4n bio dam an toan thong tin theo
Ho sor dé xuat cap d¢ an toan hé thong théng tin

I. Thong tin chung

1. Tén co quan, don vi: UBND phuong Ba Dinh, thi xa Bim Son.

2. Tén h¢ thong thong tin dwoc phé duyét: Hé thong thong tin mang noi bo
tai UBND Phuong Ba Dinh.

3. Cap dd hé thong thong tin dwoc phé duyét: Cap do 1.

4. Pau mdi lién hé:

- Ho va tén: Trinh Thi Ha- Céng chirc Vin phong- Théng ké.

- Thong tin lién hé: 0984659516.

- Thu dién tir: vanphong.badinhbs@thanhhoa.gov.vn

I1. Két qua trién khai

A. Phwong an quan ly

1. Quy dinh viéc xay dung, cap nhat va sira d6i Quy ché bao dam an toan
thong tin

STT Néi dung yéu céu Tai liéu kiém chirng

Ban hanh Quyét dinh phé duyét QuyQuyét dinh s 466/Qb-UBND ngay
1.1 ché bao dam an toan théng tin, an25/11/2022 ciia UBND phuong Ba Binh
ninh mang trong co quan, donvi  [vé viéc Ban hanh Quy ché dam bao an
toan théng tin mang trong hoat dong ung
dung cong nghé thong tin cua Co quan|
UBND phuong Ba Dinh.

2. Quy dinh vé biao dam ngudn nhan lyc

|STT| Ndi dung yéu ciu | Tai liéu kiém chirng




2.1

-Quy dinh vé can b duoc tuyén
dung vao vi tri lam vé& an toan
thong tin c6 trinh d9, chuyén
nganh phu hop véi vi tri tuyén
dung;

- C6 quy dinh vé viéc thuc hién -

ndi quy, quy ché bao dam an toan
thong tin cho nguoi sir dung, céan
bo quan 1y va van hanh h¢ thong;

-C6 hinh thac pho bién, tuyen
truyén nang cao nhan thirc vé an
toan thong tin cho nguoi st dung.

-Can bo cham dut hodc thay doi
cdng viéc phai thu hoi thé truy cap,
thong tin duogc luu trén cac phuong
tién luu trit, cac trang thiét bi may
moéc, phan ciing, phan mém va cac
tai san khac (néu c6) thudc so hitu

- Quyét dinh s6 494/Qb-UBND ngay

30/12/2022 V& viéc Giao nhiém vu chuyén

trach Cong ngh¢ thong tin phuy trach Chinh

quyén dién ter, chuyén do6i s6, an toan
thong tin mang tai phuong Ba Dinh.

Quyét dinh sb 466/QD-UBND ngay

25/11/2022 cua UBND phuong Ba Pinh

vé viéc Ban hanh Quy ché dam bao an

toan théng tin mang trong hoat dong ung
dung cbng nghé thong tin cia Co quan|

UBND phuong Ba Dinh.

K& hoach sé 84/KH-UBND ngay

08/9/2023 thuc hién bao dam an toan

thong tin mang va trién khai cac hoat dong

g ctu Sy ¢o an toan thong tin mang trén

dia ban phuong Ba Dinh.

Chi thi s6 267/CT-UBND ngay
08/02/2023 vé viéc day manh bao dam an
toan thong tin mang va trién khai cac hoat
dong tmg ctu su cb an toan thong tin
mang trén dia ban thi xa Bim Son.

- Khong.

cua to chuec.

3. Quy dinh vé Quan ly thiét ké, xay dung hé thong

STT

Noi dung y&u céu

Tai liéu kiém chirng

3.1

Thiét ké an toan hé thong thdng
tin:

- Co tai liéu md tad quy mo, pham
vi va d6i tuong st dung, khai
thac, quan 1y van hanh hé théng
thong tin;

- C6 tai liéu mo td thiét ké va cac

Quyét dinh s6 466/Qb-UBND ngay
25/11/2022 cua UBND phuong Ba
Pinh vé viéc Ban hanh Quy ché dam
bao an toan thong tin mang trong hoat
dong tng dung cbng nghé thdng tin
cua Co quan UBND phuong Ba Pinh.
- Bdo céo s6 144/BC-UBND ngay




thanh phan cta hé théng thong
tin.

08/11/2023 vé két qua trien khai
phuong 4n bao dam an toan thong tin
theo cap do phé duyét.

3.2

Thir nghiém va nghiém thu hé
théng:

- Thyc hién kiém thtr hé thong
trudc khi dua vao van hanh, khai
thac st dung

- Quyét dinh s6 120/QD-UBND ngay|
15/7/2024 cia UBND Phuong V& viéc
thanh 14p T6 tmg ctru sy ¢d an toan thong
tin mang Co quan phuong Ba Dinh.

- Quyét dinh s6 466/QP-UBND ngay|
25/11/2022 cua UBND phuong Ba
Pinh vé viéc Ban hanh Quy ché dam
bao an toan théng tin mang trong hoat
dong tng dung céng nghé thong tin cua

Co quan UBND phuong Ba Dinh.

4. Quy dinh vé Quan Iy van hanh hé thong ’
Phuong Ba Pinh la don vi thu huong du an cung cap may chu giam sat an

toan thong tin d6i v6i may tram do Trung tdm Cong nghé Thong tin & Truyén
thong Thanh Hod quan 1y, do d6 UBND phuong Ba Pinh khong ban hanh cac van
ban vé quan 1y, van hanh hé thong.

5. Trién khai Phwong 4n Quan Iy rii ro an toan thong tin va Phwong an
Két thiic van hanh, khai thic, thanh ly, hity bé cac thanh phan hoic toan bd

hé thong thong tin
STT Ndi dung Tai ligu kiem chirng_ ,
DBugc quy dinh tai Diéu 6, Quyét dinh
5.1 |Phuong an Quan ly rai ro an toan |so 466/Qb-UBND ngay 25/11/2022

thong tin

cia UBND phudng Ba Pinh vé viéc
Ban hanh Quy ché dam bao an toan
thdng tin mang trong hoat dong ung
dung céng nghé thong tin cua Co quan
UBND phuong Ba Dinh.

5.2

Phuong an Két thic van hanh, khai
thac, thanh ly, huy bo

Puoc quy dinh tai Piéu 7, Quyét dinh
s6 466/QD-UBND ngay 25/11/2022
cia UBND phuong Ba Dinh vé viéc
Ban hanh Quy ché dam bao an toan
thdng tin mang trong hoat dong ung
dung cdng nghé thong tin cua Co quan
UBND phuong Ba DPinh.




B. Phuwong an ky thuat
1. Yéu cau vé thiet ké hé thong

STT N6i dung yéu cau | Tai liéu kiém chirng

Hé thong mang
phai duoc thiét ké
thanh cac vung
mang doc lap theo
HO so céip do duoc
phé duyé¢t, trong
do:

-Chi st dung 01 |- Cung cip ban sao Hop dong dich vu dudng truyén
duong truyén [[nternet va dia chi IP tinh (113.160.186.79) tai don vi .
Internet chinh v&i (C6 hé so minh chitng kém theo)

dia chi IP tinh dé
1.1 |cung cap dich vu
truy cdp Internet - Cung cdp danh sach dinh danh tén may tinh, tén ngudi
cho toan bo nguoi [sir dung, dia chi IP ndi bd theo quy hoach, dia chi MAC
ding trong co ftheo biéu miu 1

quan, don vi.

-Débi voi cac két
néi mang c6 day
tor may tinh nguoi
dung duoc quy
hoach vao trong
phan vung mang
ndi bd (LAN).

- Péi voi cac két
ndi khong day
danh cho nguoi
stir dung va
khach dugc quy
hoach vao trong
vung mang khong
day (WIFI). Mang
khong day (WIFI),
thiét 1ap bao vé
boi mat khau an




toan.

1.2

C6 phuong an
quan 1y truy cap
gilta cac vung
mang va phong
chéng xam nhap,
sir dung san pham
Tuong Itra cO tich
hop chiic nang
phong, chong xam
nhap hodc phuong
an tuong duong.

Truy cap gitra cac vung mang dugc quan ly va phong
chong xadm nhap st dung Router Mikrotik RB7601GS
(hEX S) c6 tich hop tuong Itra

1.3

Co6 phuong an
phong chong ma
doc cho may tram
sir dung san pham
Phong chong ma
doc hoac phuong
an tuong duong

- C6 phuong an quan 1y truy cap, quan tri hé thong tir
Xa an toan: Str dung Router Mikrotik RB760iGS (hEX

Interface | PPPoE Servers  Secrets Profiles  Active Connections  L2TP Secrets
+v

_ Name ! [Type 7
DR <o <pptpgtmt> PPTP Server Binding
R < pppoeout! PPPoE Client

=]
=

Y PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server

Al MTU [L2MTU [Tx [Rx
1400 12297K... 1562Kbps
1480 112 Mops 17838k

149
1430

PPTP Server re
v Enabled. -0 :
Max MTU: | 1450 m
Max MRU: | 1450 -App}y
MRRU: v
Keepalive Timeout: |30 A

bl

Default Profile: |defautt-encryption
Authentication: [v| mschap2 |v| mschap1

|| chap pap

- Cung cap danh sach cac may tinh trong co quan, don

it (p/s)

128
874

PPPoE Sca
.Tx Packet tnfs) .Rx Pack



vi dugc cai dit phan mém phong chong ma doc tip
trung cua tinh tai Bi€u mau 1.

2. Y8Uu céu vé thiét 1ap, cau hinh hé thong

.
0i dung N eal 7 e .
STT A Tal liéu kiém chirng
yéu cau
Log O] a
| Freeze all 3
# |Time Buffer Topics Message hd
Nhﬁt ky hé 985 Oct/23/2024 14:32:26 memory  dhep, info dhcp4 assigned 192.168.1.153 to FE:31:27.E8.BD:DD +
g v 986 Oct/23/2024 14:34:24 memory  dhep. info dhcp4 assigned 192.168.1.32 to CE:82:D3:.C6:1C:80
A < A 987 Oc/23/2024 14:35: 31 memory  dhep, info dhcp4 assigned 192.168.1.18 to 84:A4:66:F5:F0:64
thong. Thlet 988 Oct/23/2024 14:38:54 memory  dhep, info dhcp4 deassigned 192.168.1.12 rom 42.D0:DD:53.02.0C
A , 989 Oct/23/2024 14:3%:25 memory  dhep, info dhcp4 assigned 192.168.1.174 to 8A.E212.AD:B9:98
lap ChlIC 990 Oct/23/202414:4245  memory  dhep. info dhep2 assigned 10.136.155.115 to 10:FFE0:45:8C4A
2 1 'v . 991 Oct/23/2024 14:44:43 memory  dhep. info dhcp4 deassigned 192.168.1.173 from 2A:C5:D5:DAEG4D
. nang g hl , luu 992 Oct/23/2024 14:48:11 memory  dhep, info dhcp4 deassigned 192.168.1.166 from C6:7F:F5:05:69:84
993 Oct/23/2024 14:48:53 memory  dhep. info dhep? deassigned 10.136.155.112 from 74:56:3C:9D:26:61
~ A /. 994 Oct/23/2024 14:50:09 memory  dhep, info dhcp? assigned 10.136.155.112 to 74:56:3C:90:26:61
tm nha’t ky 995 Oct/23/2024 14:54:12 memory  dhep, info dhcp2 assigned 10.136.155.123 to A8:5E:45:6F 57.E9
h/\ h/\ A 996 Oct/23/2024 14:54:59 memory  script, info Waiting 30 seconds for PPPoE connections to stabilize...
et ong €N | | 097 0cy232024 145533 memory  scrpt info PPPoE1 ping successful
, L . 998 Oct/23/2024 14:55:33 memory  script, info PPPoE2 ping successful
cac thlet bl 999 Octj23/2024 1456:06  memory  system, info, account  user admin logged in from 113.160.185.100 via winbox
+
e
mang chinh | ¢ >
1000 items

| ‘:

wall address-list

1] |I|

Phong chong | s =d

ddress=10.136.238.76/2% list=T5L
A AL add address=10.136.155.65/26 list=LAN
Xam nhap add address=23.106.124.152 comment=IF madoc 1list=IF madoc
Pinh k}‘, Cﬁ,p add address=45.131.17%.17% comment=IF madoc lzi.st=IP_ma:i|:|:
) : add address=103.107.104.37 comment=IF madoc 1list=IF madoc
2 2 nhﬁ,’[ cO Sé’ dﬁ’ add address=172.67.188.118 comment=IF madoc 1list=IF madoc
) “ A X “ A add address=45.128.135.122 comment=IF madoc list=IF madoc
11@11 dau hl@u add address=951.1%5.240.94 comment=IF madoc 1list=IF madoc
phét hlén té(ll’l add address=76.223.67.18% comment=IF madoc 1list=IF madoc
y add address=3.64.163.50 comment=IPF madoc list=IF madoc
Cél’lg mang add address=support.helpkaspersky.top comment=IP madoc list=IP mador
. Jip firewall filter
(SlgnatureS) add action=drop chain=forward dst-address-list=IF madoc




BIEU MAU 1: DANH SACH BINH DANH MAY TiNH CAN BO, CONG CHUC TRONG PON VI

Nguwai sir dung/

Pia chi IP theo quy

Cai dit phan mém

STT | Ténmay tinh Chic vu hoach Hé ,diéu hanh Pia chi MAC ph(‘zng Achéng ma
‘ : doc tap trung

1 AOCER Pham Van Cuong 192.168.2.1 Windows10 18-C0-4D-D5-47- BKAV
Bi thu Bang uy 84

2 VIEWSONIC Téng Thi Van 192.168.2.13 Windows7 4C-CC-6A-8C- BKAV
Pho Bi thu, 2B-1E
Chu tich HDND

3 FPT Tran Hung Cuong 192.168.2.8 Windows10 C8-E7-D8-72- BKAV
PCT.HDND D2-10

4 SAMSUNG Phung Van Tuong 192.168.2.4 Windows10 00-E0-4D-E6-F8- VNPT SmartIR
CT.UBND 6D

5 FPT ELEAD Mai Btc Tién 192.168.2.6 Windows10 A0-36-BC-BA- VNPT SmartIR
PCT.UBND 16-37

6 FPT Tran Thi Nga 192.168.2.3 Windows10 A8-5E-45-6F-57- VNPT SmartIR
PCT.UBND E9

7 AOCER Tran Thi Quynh 192.168.2.7 Windows10 18-C0-4D-F7-48- BKAV
CT.MTTQ 88

8 AOCER Mai Thi Hai 192.168.2.5 Windows7 00-E0-4C-22-2A- BKAV
CT.Hoi PN 83

9 SAMSUNG Nguyén Xuan Thuy 192.168.2.11 Windows7 00-E0-4C-22-2A- BKAV
CT.Hoi CCB B7

10 SAMSUNG Phan Thi Duong 192.168.2.14 Windows7 70-8B-CD-AO0- BKAV
CT.Hoi ND A9-DO

11 HP Phung Lan Phuong 192.168.2.9 Windows10 00-E0-4C-AB- BKAV
BT.DTN 76-F4

12 FPT Lé Van Manh 192.168.2.12 Windows7 00-E0-4F-1C-0C- BKAV
CHT Quaén su 70

13 SAMSUNG Trinh Thi Ha 192.168.2.2 Windows10 00-E0-0C-3C-0B- VNPT SmartIR
Van phong-TK 42

14 ACER Lé Thi Héng 192.168.2.10 Windows10 A0-51-0B-D4- BKAV




Tai chinh-KT E2-4E

15 FPT Hoang Thi Hong 192.168.2.17 Windows10 A0-36-BC-BA- VNPT SmartIR
Tu phap-HT 8E-9C

16 FPT Vi Thi Thuy Linh 192.168.2.20 Windows10 A0-36-BC-BA- VNPT SmartIR
Tu phap-HT 16-F6

17 HP Mai Thi Van 192.168.2.16 Windows7 00-D8-61-BB- VNPT SmartIR
Van hoa-XH 3A-42

18 FPT D4 Thi Thu Hién 192.168.2.18 Windows10 04-D4-C4-00-A9- VNPT SmartIR
Van hoa-XH DA

19 DELL Lé Van Thuy 192.168.2.19 Windows7 70-4D-7B-67-18- VNPT SmartIR
bia chinh-XD 73

20 SAMSUNG Pham Hong Thai 192.168.2.15 Windows7 30-9C-23-0B- BKAV
Phé Chi huy Quén sy DA-52

21 SAMSUNG Trinh Thi Quyén 192.168.2.24 Windows10 74-D4-35-36-D8- BKAV
CT.Hoi KH 5C

22 SAMSUNG Hoang Xuan Thuong 192.168.2.22 Windows10 00-E0-4D-6B- BKAV
Uy nhiém thu 4B-B9

23 SAMSUNG Bui Thi Huyén 192.168.2.23 Windows10 40-8D-5C-62-E8- BKAV
Vian phong Bang uy 44

24 FPT Lé Tién Duong 192.168.2.21 Windows10 A0-36-BC-BA- VNPT SmartIR
Van thu-Luu trir-TQ 86-91
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BIEU MAU 2: DANH SACH CAC MAY CHU CAI BAT PHAN MEM PHONG CHONG MA POC TAP TRUNG

Nguwai sir dung/

Pia chi IP theo quy

Cai dat phan mém

STT | Ténmay tinh Chic vu hoach H¢ ,diéu hanh Pia chi MAC phong Phéng ma
) ‘ dgc tap trung
Hién nay
UBND
phuong Ba
Dinh chua

duoc cap
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